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AI Supply Chain

Today’s
Theme



What is a Supply Chain?

WHAT IS SOFTWARE SUPPLY CHAIN



In Traditional Software

WHAT IS SOFTWARE SUPPLY CHAIN



Attack on the Software Supply Chain

WHAT IS SOFTWARE SUPPLY CHAIN



World’s most expensive Jenga

WHAT IS SOFTWARE SUPPLY CHAIN



AI MODELDATASETS INFERENCE AI APPS

PLUGINS

AI Also Got a Supply Chain?

AI SUPPLY CHAIN?



Traditional Software vs AI Supply Chain

WHAT IS SOFTWARE SUPPLY CHAIN

One Word:

Controls



Controls for Software Supply Chain

WHAT IS SOFTWARE SUPPLY CHAIN



Controls for AI Supply Chain: Idealistic

WHAT IS SOFTWARE SUPPLY CHAIN



Controls for AI Supply Chain: Reality

AI MODELDATASETS INFERENCE AI APPS

PLUGINS

Data is clean
and not

poisoned?

WHAT IS SOFTWARE SUPPLY CHAIN

Model is not
backdoored?

External Plug-
ins trustworthy?



Real-life Example:

EXAMPLE SUPPLY CHAIN ATTACK - POISONED MCP

Poisoned MCP Server
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Trojan MCP drops backdoorAttacker gets access to system

1 Attacker uploads a trojan
MCP to an MCP Marketplace

3

User deploy trojan MCP to
Claude Code

Host

4

Trojan MCP executes

2

User downloads trojan
MCP

ATTACK 2: AI SUPPLY CHAIN ATTACK - POISONED MCP



Key Takeaways

CONCLUSION

01 Do you know what you are installing?

Don’t copy and paste MCP/Skills install commands blindly. Verify they are from a trusted source

02 Do you know your AI stack’s provenance? 

Where did the base model, fine-tuning data, and any RAG content actually come from?

03 Traditional cybersecurity practices still apply

Least privilege, segmentation, isolating untrusted content are still relevant even if the system is an AI agent.



Join Us!

QnA... 



Mini
CTF

Instructions

1.Scan the QR code to log on the CTF.

2.Once you get the flag, submit to the Google Form.

3.Win, and get prizes

CTF Submission Form

Credits to: Christo Goosen christogoosen@gmail.com
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